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NCI Case Study-York University

PROFILE

York University is a premier Canadian institution of research, teaching and higher education. With approxi-
mately 54,000 students and 7,000 faculty and staff members working across ten faculties and 28 research
centers, York University is Canada’s second largest graduate school and third largest university.

SITUATION

York University has two campuses located in Toronto. It hosts over 70 campus merchants of varying sizes
that process credit card payments in a variety of manners.

In 2009, Laurie Lawson (University Treasurer) and Chris Russel (Director of I.C.T. Infrastructure and Information
Security Officer) identified Payment Card Industry Data Security Standard (PCI DSS) compliance as a
high-priority start-up project that would have an impact on all aspects of York University’s merchant
handling of credit cards. They began to investigate what the Standard entailed and its potential associated
impact on the university and its merchants. They were rapidly convinced that professional expertise,
specific skills and an external ally, well-versed in PCI DSS, were required to concentrate and guide the efforts
at the university.

The new compliance requirement was raised with York’s senior management, who subsequently approved an
initiative lead by Laurie and Chris to source a qualified partner that would provide the necessary skills and
advice. Adhering to the York University procurement policy and procedures, an RFP was prepared and issued
in April 2010.

In considering the numerous proposal submissions, York sought a knowledgeable partner who understood
York’s PCl requirements as they pertained to its particular IT, business and academic environments. It was
also looking for a vendor who would provide a Qualified Security Assessor (QSA) that could mesh with their
team, provide expert guidance throughout the project and, subsequently, validate the completed work.

York was initially drawn to NCI due to the company’s information security specialization, unique background
and talent pool. While many e-commerce security companies claim an ability to perform “PCl QSA-type of
work”, NCI's network security background offered true depth of technical expertise and experience with
similar projects. NCl has over five years of PCl compliance consulting experience in Canada. As well, the
company is certified by the PCI Security Standards Council as an Authorized Scanning Vendor (PCI ASV),
Qualified Security Assessor (QSA) and Payment Application Qualified Security Assessor (PCI PA-QSA).
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NClI's proposed methodology to achieve PCl compliance closely resembled the methodology internally
mapped out by York. This was important as it demonstrated that NCI understood what was needed given
York’s unique business, institutional and IT environments. In August 2010, following a due process, NCI
was awarded the contract by York. Chris Russel puts it simply,

“We chose NCI because they understood our needs and devised a
PCl approach methodology that matched what we had in mind. They
were also able to provide the QSA that we needed to authoritatively
clarify the many complexities of PCI DSS compliance, allowing us to get
the job done right, on time and on budget.”

- CHRIs RusseL , DIRECTOR OF I.C.T. INFRASTRUCTURE AND INFORMATION SECURITY OFFICER

NCI began its work with York in September 2010, participating from the outset in periodic meetings with
the oversight PCI Compliance Steering Committee and frequent meetings with the PCI team. The Steering
Committee was led by senior executives, Trudy Pound Curtis (CFO) and Bob Gagne (CIO), who took on the
responsibility of facilitating the project’s progress by tackling issues such as cost or complexity that were
raised as concerns by members of the community. The efforts at York were supported by a focused team
from NCI, providing technical and client relationship support. A key success factor was the understanding
that this initiative required a shared commitment by York’s senior managers in all business, finance and IT
areas throughout the university.

A number of challenges particular to York made PCI DSS particularly onerous. First and foremost, the PCl
DSS’s stringent and restrictive criteria for compliance were found to be in direct conflict with the open
structure network for computing that exists in academic institutions like York University. Second, many of
the compliance deficits relative to the PCl standards identified as critical for the four largest merchants
were in fact broad issues faced by the university as a whole and the entire merchant community.
Attaining PCl compliance for the original four targeted merchants would require a university-wide scope.
Third, the decentralized organizational structure of York's faculties and departments across multiple
campuses and operating sites added further complexity to an already formidable task.

In November 2010, York’s acquirer (credit card transactions processor and merchant bank), Moneris
Solutions, notified York that the volume of e-commerce transactions processed by each of its four largest
merchants had approached the 20,000 mark which placed the three merchants and York overall in the
Level 3 merchant category. Moneris then issued a request that mandated York to achieve PCI compliance
for these specific merchants within one year. PCl Level 3 compliance requires merchants to fulfill twelve
rigorous requirements demonstrating the security and privacy of their methods for storing, transacting
and transmitting cardholder data, including provision of centralized Policy, Procedures and training
program. Consequently, additional pressures were imposed on the project team to meet the one-year
deadline. The timeline set by Moneris Solutions was especially challenging for York as academic calendars
are highly condensed in the Fall and Winter semesters, and financial year end consumes the Spring so that
necessarily administrators that are spread out thinly across operating areas would be faced with
significant new compliance efforts added to their normal heavy loads.
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SOLUTION

York engaged NCI for nine months to perform a project scope assessment, produce a gap analysis of
potential PCl compliance barriers, and to develop a high-level project plan incorporating the PCI Council’s
remediation steps as applicable to all the various types of merchants at York. Jason Murray was NCI's QSA
assigned to the project, serving as the Subject Matter Expert (SME) for all members of York’s in-house PCl
team as managed by Omar Mohammad (York’s PCI Project Manager) and lead by Chris and Laurie. In
addition to the above, Jason with York’s team attended over 40 stakeholder meetings within a three-
month period, reaching across faculty and functional silos to engage everyone involved at the administrative,
business and IT management levels. These education and awareness measures were critical to bringing
the university community on-board with the sweeping changes that would later be required to achieve
PCl compliance.
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NCI successfully conducted a thorough review of the credit card processing methods being executed by
merchants across York’s two campuses and off-campus service sites. Having identified several substantive
university-wide issues that would prevent PCl compliance, Jason categorized and ranked these issues and
made targeted recommendations to address each of them. Together, Jason and the York PCI team created
immediate and long-term remediation action plans that ultimately led to university operating and policy
changes.

Technically, the largest challenge faced by the team was how to achieve compliance in an open structure
network environment. The solution as proposed by York and confirmed by NCI as a valid means to eliminate
scope for e-commerce apps was simple yet innovative. The solution was to connect York merchants’
payment applications to the Moneris Hosted Pay Page through a York-controlled portal that would
manage each merchant’s transaction processing traffic while assuring security. This system was to be built
by York with technical guidance from NCI. The resulting York Payment Broker (YPB) system allowed for
the York network to be taken out of PCI DSS scope. This solution worked beautifully and conversion of
merchants to the YBP platform for handling secure transaction began.

RESULTS

NCI and the York compliance team completed their initial project on time and on budget. The collaborative
team successfully met all objectives laid out in the original project scope as York’s three largest
e-commerce merchants attained PCl Level 3 compliance ahead of Moneris’ mandated deadline. The
fourth merchant employed a POS system and was recategorized as a Level 4 merchant; while the
pressure was slightly off, the university proceeded without delay to issue an RFP to replace the legacy
software and operating systems used for gated parking garages. NClI also assisted York in instituting a
PCl remedial actions plan for its remaining merchants on campus, providing them with a roadmap to
compliance and development of procedures for maintaining that compliance.

In embarking on this initiative, NCl assisted York University in carrying out its first pan-university
initiative to unify and standardize credit card and financial processes across its two campuses.
Initially perceived as a daunting task, NCl and York worked together to cover the breadth of scope
owing to the decentralized business and IT structures and the vastness of scope owing to the open
network. The university-wide initiative was a great success. Individuals across different faculties,
student services and ancillary services actively participated in enacting sweeping changes to the
methods for commercial transactions at York.

Chris and Laurie commented, “For our PCl compliance project, Jason, our QSA from NClI, literally
became a part of York University. He really made the effort to understand how business worked within
the University and was also instrumental in helping the business units fathom PCI DSS. This level of
guidance was extremely helpful, allowing us to meet the Moneris Solutions deadline with ease and
success.”

As a result of this successful initiative, York University remains engaged with NCI and regards NCI as
its trusted partner in the constant drive for continued PCl compliance.
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